The Four Biggest Mistakes
in Data Privacy Programs
That Could Ruin Your
Business

Dear Friend,
Maintaining an effective data privacy program that meets regulatory compliance
here in the US and globally can be an overwhelming and frustrating experience.
Why?
Because we’re inundated with so many new data protection and security laws and
constant new company requirements to comply with those laws, the number of
data breaches keeps skyrocketing and with a fragmented market of technical
solutions – each promising to bring us to data privacy nirvana which doesn’t
materialize, you’re bound to feel overwhelmed and even misled when it comes to
finding someone you can trust.
With most IT security and privacy consulting and software companies being way
too expensive, overly complicated and often staffed with junior implementors who
have never run or owned a business themselves all too common, making a wise
decision is more important than ever.
This is Nalini Kaplan and here at ReThinkPrivacy.com, we help 7-figure business
owners and CEOs secure their data privacy programs so that they not only comply
with the law but lower risk, manage compliance and grow revenue even if they
don’t have the staff to run a program.
And I want to take away any fears, frustration, or confusion as you go through this
process. That’s why I created this Business Report, entitled:
The Four Biggest Mistakes in Data Privacy Programs That Could Ruin Your
Business

Inside you will discover exactly how to make an informed decision about choosing
the right way to build and execute a data protection program for your
company – by doing the opposite of companies who’ve made four common
mistakes.

It’s been designed in a simple, easy to understand way, so you can experience
lower business risk, common sense compliance and revenue growth – that you
want and deserve.
Okay, let’s get started!

FIRST OFF, WHAT IS A DATA PRIVACY PROGRAM, AND WHY
SHOULD YOU CARE?
Practically every business today relies on information technology – applications
and the Internet to run their business. No serious company can do without an
effective cybersecurity program; not doing so can bankrupt the business. While
cybersecurity is now implemented in most US companies, the same is not yet true
for data privacy, unless the company is subject to one or more sectoral privacy
laws, for example healthcare, financial services or education.
Companies collect, store and process data – their own operations data, their
customers’ data and other stakeholder data. This lifecycle of managing data is
what constitutes a data privacy or protection program. Moreover, there are
numerous US state, federal and regional data privacy laws. In the US, we refer to
data privacy as “data privacy”. In other parts of the world, data privacy is known
as “data protection.”
Collecting and processing data carries great value, responsibility and risk.
Companies must manage the data in their care and increasingly, provide greater
safeguards to their customers and employees in terms of how they are protecting
data. This is due to our reliance on collected information, whether by individual
elements, or more commonly, by combining data about someone and their
behavior, to offer personalized products and services. There is also a multi-billiondollar industry in data aggregation and use for advertising and product
development.

Regulators have stepped up their enforcement of data protection. More
importantly, individuals are signaling that they care more about their privacy,
particularly since the onset of the COVID-19 pandemic. It is probably not a stretch
to assume that your customers care about their data privacy as well. And,
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according to the latest privacy research by CISCO, individuals care about their
privacy AND there is business ROI from company investment in data privacy
programs. In fact, CISCO found that companies make $2.70 for every $1.00 they
invest.

Source: Cisco Data Privacy Benchmark Study - 2021; Cisco Consumer Privacy Study - 2020
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WHY SHOULD YOU LISTEN TO ME?
I couldn’t have predicted that a hang-gliding experience would kick off my
entrepreneurial ride over more than three decades ago. While others played it safe
and flopped around on 10 feet high sand dunes in Kitty Hawk, North Carolina, I
was launched off the back of a pickup truck going 50 mph up a strip of beach and
became a human kite. Tethered to a strong cable on a spool in the truck bed, the
speed took me up 1,900 feet and then my instructor Greg popped the pin and we
were soaring! The flight was terrifying at first, then exhilarating. It turned into one
of the most rewarding experiences of my life. It gave me the know-how that I
could soar into an unknown with confidence, because I had done my homework to
manage the risk – I found a top instructor who offered tandem flights and followed
his instructions precisely.
Just like for many people, a key turning point for me was 9/11. I lived in New
York, worked across the street from the World Trade Center, and was in Chicago
that Tuesday morning working with the executive team at the Chicago Mercantile
Exchange. I remember the moment I saw the second plane hit the World Trade
Center Tower across giant TV screens as I ascended up the escalator.
Everything lost in seconds. Clients, a dear friend and colleagues suddenly gone.
Our consulting firm back in New York lay in strewn rubble throughout offices and
lobbies.
I rushed back to New York by climbing into a rented limo with seven colleagues
and a cooler of sandwiches – planes were grounded – and arrived in New York late
Wednesday. First thing Thursday morning, a message appeared on my Blackberry
to join colleagues as part of the triage team.
I spent the next ten weeks writing communications, arranging trauma counseling
sessions for our staff, working with New York City’s government to retrieve files,
computers and personal effects from out downtown office and connecting people
to the resources they needed – housing, money, counseling, a new laptop, etc.
I was in the thick of carrying out key tasks of a disaster recovery plan and
discovered a deeper resilience and resourcefulness than I thought imaginable. And
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I breathed a sigh of relief that in the face of extreme instantaneous change, the
importance my colleagues and I placed on proper data handling and confidentiality
was invaluable. Though it took several months, a lot of compassion, patience and
perseverance, we were able to rebuild our practice while supporting each other’s
grief and healing. Taking care of people and putting our broken practice back
together is one of the most meaningful experiences of my life.
9/11 led me to go to rabbinical school and become a clinical chaplain and ethicist.
While working on helping my hospital prepare for accreditation in Palliative Care, I
fell in love with data ethics and data protection. I wanted to make sure that the
patients’ and their families’ most precious sharing were held tightly in my heart
and securely in the digital vault of the hospital’s medical records systems. I found
that I was good at seeing the gaps in existing processes and things like security
controls and that my recommendations were being adopted because they were
clear, thoughtful and actionable.
About three years ago, at age 54, I took up weightlifting. I did it because of the
intense pain I developed in my joints, especially my hands, due to arthritis. I had
no idea what a profound impact this decision and my regular practice would have
on nearly every other facet of my life.
I realized I needed a training program – not simply a list of exercises. I had
experience with several personal trainers and sadly, they were not helpful. They
offered different exercises every session, didn’t seem to understand that I was
looking to get strong in a systematic way and didn’t have the expertise in strength
programs.
After that, I asked everyone I knew who worked out. I got lots of opinions, lots of
recommended fitness “gurus”. But after months of asking, I didn’t get a
comprehensive training system that made sense to me.
So, one Sunday morning, I sat down, grabbed my notebook and listed out criteria
for an effective strength training. I did a ton of research online, interviewed five
coaches via phone and email and found a great program. I discovered the
essential elements of success of building strength; strength training itself doesn’t
stand alone. The training is one of three key things, along with nutrition and sleep.
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The program requires steady, consistent practice. Form is extremely important –
for maximum results and staying injury-free. I take the lessons of consistency and
form from my training and apply them in client projects.
I have worked with large and small companies and fell in love with working with
business owners and CEOs who are growing values-based companies. I am fiercely
committed to guiding people to make meaningful connections with other people –
aka good business.
I partner with 7 and 8 figure entrepreneurs and business owners to build
sustainable trust systems for their business. This includes aligning your customer
acquisition and relationships with robust privacy and cybersecurity programs. With
every initiative, we help you build reliability and reduce liability in your business.
We do this by teaching you and your team “how to fish” - building your data
privacy program yourselves, all the while breaking down the complexity and giving
you a decoder ring to understand the jargon in plain English. I’ve spent the last
decade applying common sense and cohesion for my clients as the data protection
and cybersecurity realms are fraught with fragmentation and “shiny new tech”,
each promising security and privacy nirvana.
Okay, now that you know a little about me let’s get into making “If I could just get
a functional compliant data privacy program” happen…
…here are the biggest mistakes CEOs and Business Owners make in creating their
data privacy program.

MISTAKE 1 - THINKING IT DOESN’T APPLY TO YOU
Here’s the “net net”. If you are in business and use a computer, data privacy laws
apply to you.
In the US, every state has data protection and data breach notification laws to
protect its citizens. You can check them out by the link below (and the table on the
next page): https://www.ncsl.org/research/telecommunications-and-informationtechnology/security-breach-notification-laws.aspx
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Every US business must protect customer rights by complying with FTC and FCC
regulations. For example, as you may know already, you have to respect every
person’s wish to opt out of your marketing and this is laid out in the CAN-SPAM
Act and ditto for when you send out text messages or do telemarketing– covered
in the Telephone Consumer Protection Act (TCPA).
But wait, there’s more…and it’s a lot to keep up with.
US States are also passing comprehensive consumer privacy and other data
protection laws which cover their citizens. For example, if you have clients or
customers in California, then you must comply with the CCPA. Virginia just passed
a new consumer privacy law that takes effect in 2023.
Here’s the latest in a handy map.

7

Now, let’s cross the Atlantic…or travel South to Brazil, land of the Samba.
If European citizens buy from your company, data protection laws apply to you.
Your company is subject to the General Data Protection Regulation (GDPR) which
took effect in May 2018.
And, thanks to Brexit in the UK and other countries that have data protection laws
for their citizens, such as Switzerland and Brazil – if you sell goods or services to
those citizens, yup, you guessed it – these country-specific data privacy laws apply
to you.

MISTAKE 2 - GRABBING ANOTHER COMPANY’S POLICY AND
CUTTING AND PASTING IT INTO YOURS
I can’t tell you the number of times I see privacy notices (the ones you find on the
bottom of websites and no one reads except…lawyers – more about this below).
Here’s why you don’t want do “grab n’go” with a privacy policy.
It opens you up to risk and promises you can’t keep.
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This is a problem because…
Your customers have expectations and legal rights of data privacy and protection.
If you can’t meet their expectations or fulfill their legal rights, you may get a
knock on your door from your state’s Attorney General’s office, a US federal
agency or a Data Protection Authority.
And, this behavior invites a company or individual to sue the pants off of your
company and likely win because:
•

You don’t actually have a working policy in the context of your business
within a managed data protection program.

•

You can’t demonstrate compliance with the policy. You actually need to have
controls in place and show evidence that you are doing what you state in
your policy and procedures.

Here are three examples from an actual published privacy notice on a company
website:
Example 1

Problem #1 – Incomplete sentences. Visit our “what”?! “…made clear to you on
the “what”?!
Problem #2 – Not specific about what information is collected automatically nor is
the specific purpose anywhere in this notice. Ditto for other types of data.
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Example 2

Problem #1 – This company’s website has no Cookie Policy
Problem #2 – The company doesn’t have a way for visitors to refuse certain
cookies, called a Cookie Opt-Out option. The EU ePrivacy Directive requires a
cookie notice and opt-out for visitors.
Example 3

Problem #1 – Where is the data located? This matters as different laws apply
depending on where the data is.
Problem #2 – “If you are accessing our…” What?
Problem #3 – Not having adequate security and data protection measures (I
happen to know that this company does not have a privacy program in place).
Problem #4 – Using the word “all”.
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Problem #5 – If you sell goods or services to residents of the European Economic
Area (includes the EU plus Iceland, Liechtenstein, and Norway), you are subject to
the GDPR. The statement, “…then these countries may not have data protection or
other laws as comprehensive…” does NOT protect you.
The same problems apply when someone takes, say, an IT Security Policy or a
Data Collection and Use Policy of sensitive personal data (including biometric data)
from a previous employer and simply changes the company name.
Just say no!

MISTAKE 3 - THINKING THE PROGRAM IS “DO A HANDFUL OF
THINGS ONCE AND YOU ARE DONE”
In reality, answering your first security or data privacy questionnaire from a
prospective client or slapping a privacy notice on your website is just the
beginning. Successful programs take time to build – usually a year or two – and
then someone / a team needs to maintain them.
You need to regularly update areas to comply with new regulations and laws.
You hire and fire employees, contractors and vendors. There are things you must
do when you onboard and offboard people and vendor companies and their
software.
There are compliance things you need to do with data – when you collect it,
process it, store it, back it up and get rid of it. You are only allowed to use it for a
specific purpose. And many companies don’t realize that you can’t keep a
customer’s data forever.
Oh, and your prospects and customers have the right to request what data of
theirs you have and know what you do with it.
And, if your star employee wins the lottery or disappears suddenly, do you have a
way to wipe their laptop and phone of any company or personal customer data
they might have?
You get the idea. There’s a LOT more to data privacy than we might think.

11

MISTAKE 4 - CREATING PRIVACY WITHOUT SECURITY
Well, it’s true. You can have security without privacy, but you can’t have privacy
without security. Because we live today in an Internet-connected world, we have
a lot of data vulnerability and things we must do to protect our data and keep it
private when we need to.
Many companies have inadequate security measures for protecting the huge
amounts of data they hold. You can read a new story every day about a data
breach and compromised systems. The consequences for your company can be
devastating and customers’ lives may be irreparably harmed as well. Consider
these alarming statistics – and these are the breaches we know about! Most
breaches are never reported!
•

49% of U.S. Companies Surveyed Have Been Hit With a Data Breach
International Data Corporation’s 2020 Thales Data Threat Report includes
data from 1,200 executives from nine countries, all representing a wide
range of industries. The survey found that just under half of all U.S.
companies have discovered that they are the victims of their data being
compromised. The actual number of companies affected could be higher, as
many data breaches go undetected for long periods.

•

Hackers Attack Every 39 Seconds on Average. A Clark School
study showed that on average, hackers attack a computer with internet
access every 39 seconds. The study profiled “brute force” hackers that use
software-aided techniques to attack large groups of computers at once.
While TV and films depict hackers manually attempting to break into
computers and networks, in reality hackers use automated scripts that
probe thousands of computers at once, looking for vulnerabilities.

•

In 2019, more than 15.1 billion records were exposed as a result of
7,098 breaches! (Source: https://www.securitymagazine.com)

•

The number of records exposed in Q1 2020 skyrocketed to 8.4 billion - a
273% increase compared to Q1 2019. If this is a trend that continues, 2020
data breach records could exceed 32 billion records. (Source: 2020 Q1 Data
Breach QuickView Report, RiskBased Security)
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•

Risk Based Security’s Cyber Risk Analytics team analyzed 25 million
unhashed passwords from email accounts affected in the Zynga breach. A
breakdown of password security shows that less than one percent of
passwords followed basic security requirements.

These numbers speak for themselves and highlight the necessity of strong data
security. This is a requirement for you to have adequate data privacy in your
company.

Now I’m not saying getting your data privacy program up and running is going to
be easy. But knowing what to do, (and not making the mistakes above) and then
putting a plan in place to make that happen, is key to finally experiencing building
a sustainable privacy program in a sane, affordable way.

At this point, you’re probably asking yourself:

“So what do I do next?”

If you’re looking for the most efficient stress-free way to get the results you
desire, I've put together a very special no cost, no obligation very limited-time
offer just for you.

Data Protection Strategy Session
I have set aside space in my calendar to personally meet with you for 50 minutes
and lay out a customized plan to create a data privacy program for your business.
During our time together you will discover:
•

Where you are most vulnerable in terms of data protection so that you know
what’s at stake for your business and what you can do about it
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•

Where to focus your team’s efforts first so that you are no longer spinning
your wheels or wasting

•

2-3 key immediate actions you can take so that can you lessen your risk
right after our call

•

Options for how to build your data privacy program with the pros and cons
of each option so you know you are making the right choice for your
company

And, after our call, you will receive a Data Protection Program Quick Start Kit
I’m so confident that you’ll find our Data Protection Strategy Session valuable that
I’m going to give you…

My 100% Risk-FREE Guarantee

Although your consultation is free, I know your time is valuable. I also understand
you might be wondering if my offer is as valuable as I say it is.
So I’m putting my money where my mouth is.
If after our time together, you don’t feel it was worth your time, just tell me and I
will write a check for $180 to a charity of your choosing.
Imagine if you could wave a magic wand and actually see a sustainable privacy
program - that doesn’t cost you an arm and a leg or take forever - taking root in
your company. You and your team answer due diligence questionnaires with ease,
you know your where your data is and how you are protecting it well. And have
the confidence that you are protected.
I can help you make that happen.
The first step is to call me at my office at 720-500-6674 and let me know, “I
want to take advantage of your Data Protection Strategy Session” and I will
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get you all set up. By the way, my name Nalini rhymes with “zucchini”. You can
also book a session with Nalini here: https://app.harmonizely.com/nalini/dpconsult
Sincerely,
Nalini Kaplan
Founder & CEO
nalini@reThinkPrivacy.com

P.S. I understand if you’re a bit skeptical. Many of my happy clients felt the same
way before they met with me but here is what they found:
"Nalini and ReThinkPrivacy.com is my go-to resource for actionable trust-building
and digital security and privacy advice. Skip building a robust risk management
program at your own peril!"
Jesse Hopps
CEO, FOUNDER, DEMAND METRIC
"Nalini helped me to assess my own digital risk and build a foundation of security
and privacy practices that opened my eyes to the necessity of sound data
protection. As a result, I feel empowered to protect my clients' and community's
online data, as well as my own."
Suzanne Smith
FOUNDER, DIRECTOR, ACCOUNTABLE PARTNERS
"Nalini combines a deep understanding of technology, data privacy and security
with a sense for how people need to actually work and get things done. She's
extremely sharp and any organization connected to the Internet would benefit
from a conversation with her - just make sure you do what she says!"
Brett Kelly
FOUNDER, YOURROBOTARMY.COM
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